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Case Label: Big Ben

Case Evidence Number: 007

Device Label:

Packages

App Downgrade
Cell Towers

EDL

File exclude list
Image processing
Malware detection
Recovery images

Rooting

Samsung engineering root

Scripts
Security bypassing
Spreadtrum

iOS screenshots support

Device Properties

Manufacturer
Product

HW Revision
Platform

SW Revision
Device Name
Serial Number
Device Unique ID
Device Time

Time Zone

Wi-Fi MAC Address
Bluetooth Address
Ethernet Address
Jailbroken
Communication Type
Device Type

SIM Card

Total Storage

Used Storage

2021-09-15-0517
2022-06-20-0451
2022-04-29-0605
2022-06-07-0415
2022-04-27-0598
2022-02-22-0437
2021-11-25-0815
2022-04-12-0673
2022-07-14-0406
2022-07-14-0000
2022-07-14-0698
2022-06-14-0558
2022-07-20-0535

Apple

Watch Series 5 40mm
N144sAP, Model:MWV82
Apple

8.6_Firmware:iBoot-7459.120.62.0.3_Build:19T572

John Doe - Apple Watch
A12BC34DEFGH
00001234-001A23BC45DE678F
2022-07-20 10:59:24 (UTC+2)
Europe/Prague
90:81:2A:00:00:00
90:81:2A:00:00:01
90:81:2A:00:00:02

No

Apple Mobile Device Service
Watch

No

29.8 GB

6.8 GB
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Case Label: Big Ben Case Evidence Number: 007

Device Label:

Summary

Accounts
Contacts
Contact List
Contact Groups
Messages
Conversations
Detailed Messages
Emails
Calls
Organizer
Calendar Accounts
Events
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Applications
AccuWeather
Aktivita
App Store
AppStoreTrampoline
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Authy
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DataMigrationMonitor
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PreBoard
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ReBoard
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SafariViewService
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Spravy
Srdcova frekvencia
Stopky
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Case Label: Big Ben Case Evidence Number: 007 Device Label:

Calendar Accounts o
No entries
Events ©
All application organizer events, sorted by time in ascending order
No entries
Tasks o
All application tasks, sorted by time in ascending order
No entries
Notes @
All application notes, sorted by time in ascending order
' Na Zertvach 2196/34 J3 Voice Note
© Created 2019-07-24 11:03:11 (UTC+2)
© Duration 00:00:09
© Created © Modified © Last Visit © Reminder X Removed
2019-07-24 11:03:11 (UTC+2) - - No No
Source File phone/raw0/Recordings/CloudRecordings.db : 0x13ace0 (Table: ZCLOUDRECORDING)
2> Nahravka J3 Voice Note
B Filename 20200709 125608.m4a
k Path phone/raw0/Recordings/20200709 125608.m4a
Size 103 KB
© Created 2020-07-09 12:56:08 (UTC+2)
© Modified 2020-07-09 12:56:21 (UTC+2)
© Duration 00:00:13
© Created © Modified © Last Visit © Reminder X Removed
2020-07-09 12:56:08 (UTC+2) - - No No
Source File phone/raw0/Recordings/CloudRecordings.db : 0x13abfd (Table: ZCLOUDRECORDING)
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phone_files/phone/raw0/Recordings/20200709 125608.m4a
phone_files/phone/raw0/Recordings/20200709 125608.m4a

Case Label: Big Ben Case Evidence Number: 007

Device Label:

Application List s

AccuWeather

com.yourcompany.TestWithCustomTabs.watchkitapp
User Application
Version: 1 Application Size: 20.1 MB

(]

Aktivita

com.apple.ActivityMonitorApp
System Application
Version: 1.0 Application Size: 0 B

App Store

com.apple.AppStore
System Application

Version: 1 Application Size: 0 B
AppStoreTrampoline

com.apple.AppStoreTrampoline
System Application
Version: 1 Application Size: 0 B

Audioknihy

com.apple.NanoBooks
System Application
Version: 144 Application Size: 780.0 KB

Authy

com.authy.watchkitapp
User Application
Version: 20200709.1 Application Size: 1.1 MB

Budiky

com.apple.NanoAlarm
System Application
Version: 1.0 Application Size: 284.0 KB

Casovac

com.apple.private.NanoTimer
System Application
Version: 1 Application Size: 572.0 KB

ClockFace

com.apple.clockface
System Application

Version: 1 Application Size: 0 B
¢soB

cz.csob.ios.smartbanking.watchkitapp
User Application
Version: 303 Application Size: 1.2 MB

DataMigrationMonitor

com.apple.DataMigrationMonitor
System Application
Version: 1 Application Size: 0 B

DiagnosticsService

com.apple.DiagnosticsService
System Application
Version: 1 Application Size: 0 B

Diagnostika

com.apple.NanoDiagnostics
System Application
Version: 1 Application Size: 0 B

Diktafon

com.apple.VoiceMemos
System Application
Version: 1 Application Size: 1.3 MB

0000000000040

Data Size: 688.0 KB

Data Size: 0 B

Data Size: 0 B

Data Size: 0 B

Data Size: 8.0 KB

Data Size: 2.7 MB

Data Size: 28.0 KB

Data Size: 40.0 KB

Data Size: 0 B

Data Size: 44.0 KB

Data Size: 0 B

Data Size: 0 B

Data Size: 0 B

Data Size: 232.0 KB

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:
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pdf_files/css/appicon.png
phone_files/phone/applications0/com.yourcompany.TestWithCustomTabs.watchkitapp
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.ActivityMonitorApp
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.AppStore
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.AppStoreTrampoline
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.NanoBooks
pdf_files/css/appicon.png
phone_files/phone/applications0/com.authy.watchkitapp
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.NanoAlarm
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.private.NanoTimer
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.clockface
pdf_files/css/appicon.png
phone_files/phone/applications0/cz.csob.ios.smartbanking.watchkitapp
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.DataMigrationMonitor
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.DiagnosticsService
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.NanoDiagnostics
pdf_files/css/appicon.png
phone_files/phone/applications0/com.apple.VoiceMemos

Case Label: Big Ben Case Evidence Number: 007

Device Label:

Domacnost

com.apple.NanoHome
System Application
Version: 1

Dychanie

com.apple.DeepBreathi

Application Size: 696.0 KB

ng

System Application
Version: 1.0

Focus

Application Size: 676.0 KB

com.laser-focused.focus-ios.watchkitapp

User Application
Version: 0602301

Fotky

com.apple.NanoPhotos
System Application
Version: 1.0

Hudba

com.apple.NanoMusic
System Application
Version: 1074.9

Kalendar

Application Size: 5.5 MB

Application Size: 0 B

Application Size: 528.0 KB

com.apple.NanoCalendar

System Application
Version: 1.0

Kalkulacka

com.apple.NanoCalcula

Application Size: 0 B

tor.watchkitapp

System Application
Version: 1

Kamera

Application Size: 720.0 KB

com.apple.NanoCamera

System Application
Version: 1.0

LastPass

Application Size: 568.0 KB

com.lastpass.ilastpass.watchkitapp

User Application
Version: 4.8.4.1524

Mail

com.apple.NanoMail
System Application

Version: 1.0
Mail

com.apple.NanoMailBu

Application Size: 1.0 MB

Application Size: 900.0 KB

lletinService

System Application
Version: 1

Mapy

com.apple.NanoMaps
System Application
Version: 1.0

Messenger

Application Size: 0 B

Application Size: 0 B

com.facebook.Messenger.watchkitapp

User Application
Version: 230969598

Muj Vodafone

Application Size: 3.9 MB

cz.vodafone.mcare.watchkitapp

User Application
Version: 3376

N4jst ludi

0000000000000 0

com.apple.findmy
System Application

Version: 2

Application Size: 8.9 MB

Application Size: 0 B

Data Size

Data Size

Data Size

Data Size:

Data Size

Data Size:

Data Size

Data Size

Data Size

Data Size

Data Size:

Data Size:

Data Size

Data Size:

Data Size:

:56.0 KB

:20.0 KB

:1.0 MB

0B

:252.0 KB

0B

:28.0 KB

:32.0 KB

:44.0 KB

1 64.0 KB

0B

0B

:2.8 MB

0B

0B

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:

Cache Size:
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pdf_files/css/appicon.png
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pdf_files/css/appicon.png
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Case Label: Big Ben Case Evidence Number: 007

Device Label:

Photo Recognizer

Recognized Images of Currency ©)

All phone and application recognized images of currency, sorted by time in ascending order

Recognized Images of Documents o

All phone and application recognized images of documents, sorted by time in ascending order

9f8a1f20d53515533d4e0c90c3d86cdcf1cd04

B Filename 9f8a1f20d53515533d4e0c90c3d86cdcf1cd04
Path phone/raw0/iTunes_Control/iTunes/Artwork/Originals/ff/
9f8a1f20d53515533d4e0c90c3d86cdcf1cd04
Size 20.4 KB
© Created 2019-10-03 22:49:16 (UTC+2)
© Modified 2019-10-03 22:49:16 (UTC+2)
< Width 272 px
1 Height 272 px
Format jpeg
Image Classification Documents

Recognized Images of Drugs ©)

All phone and application recognized images of drugs, sorted by time in ascending order

Recognized Images of Extremist symbols ©

All phone and application recognized images of extremist symbols, sorted by time in ascending order

Recognized Images of Nudity o

All phone and application recognized images of nudity, sorted by time in ascending order

Recognized Images of Upskirt ©)

All phone and application recognized images of upskirt, sorted by time in ascending order

Recognized Images of Weapons o

All phone and application recognized images of weapons, sorted by time in ascending order
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phone_files/phone/raw0/iTunes_Control/iTunes/Artwork/Originals/ff/9f8a1f20d53515533d4e0c90c3d86cdcf1cd04
phone_files/phone/raw0/iTunes_Control/iTunes/Artwork/Originals/ff/9f8a1f20d53515533d4e0c90c3d86cdcf1cd04

Case Label: Big Ben Case Evidence Number: 007 Device Label:

Photos «
A subset of phone and application photos filtered by criteria: path not indicating a redundant image, sorted by time in ascending order
IMG_0945.JPG
B Filename IMG 0945.JPG
Path phone/raw0/DCIM/100APPLE/IMG_0945.JPG
Size 3.34 MB
© Created 2019-02-09 20:43:55 (UTC+1)
© Modified 2019-02-09 20:43:55 (UTC+1)
© Accessed 2020-09-01 19:39:49 (UTC+2)
Exposure Time 1/6061s
Focal Length 4.25 mm
F-Number 1.8
Lens Info Apple iPhone XR back camera 4.25mm /1.8, Focal length 4.25 mm, /1.8
< Width 3024 px
1 Height 3780 px
Camera Manufacturer ~ Apple
Camera Model iPhone XR
Format jpeg

© Date of Generation 2019-02-08 13:58:16 (UTC+1)
© Date of Digitization 2019-02-08 13:58:16 (UTC+1)

Q Position Latitude 50.09592 °
(Google Maps) Longitude 14.42577 °
Time 1970-01-01 01:00:00 (UTC+1)
Altitude 224 m
Image Classification Other
IMG_0928.JPG
B Filename IMG_0928.JPG
Path phone/raw0/DCIM/100APPLE/IMG_0928.JPG
Size 84.1 KB
© Created 2020-07-10 14:36:38 (UTC+2)
© Modified 2020-07-10 14:36:43 (UTC+2)
~ Width 355 px
1 Height 768 px
Format jpeg
Image Classification Other
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phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
http://maps.google.com/maps?q=loc:50.09592,14.42577
phone_files/phone/raw0/DCIM/100APPLE/IMG_0928.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_0928.JPG

Case Label: Big Ben Case Evidence Number: 007 Device Label:

3 FullSizeRender.jpg

B Filename FullSizeRender.jpg
Path phone/raw0/PhotoData/Mutations/DCIM/100APPLE/IMG_0952/Adjustments/
FullSizeRender.jpg
Size 104 KB
© Created 2020-07-10 14:37:30 (UTC+2)
© Modified 2020-07-10 14:37:32 (UTC+2)
< Width 432 px
1 Height 768 px
Format jpeg
Image Classification Other
4 IMG_4053.JPG
Filename IMG_4053.JPG
Path phone/raw0/DCIM/100APPLE/IMG_4053.JPG
Size 251 KB
Created 2020-07-12 22:22:02 (UTC+2)
Modified 2020-07-12 22:22:02 (UTC+2)
Accessed 2020-09-01 19:39:26 (UTC+2)
Width 960 px
Height 1280 px
Format jpeg
Image Classification Other
5 IMG_4097.JPG
Filename IMG_4097.JPG
Path phone/raw0/DCIM/100APPLE/IMG_4097 JPG
Size 4.13 MB
Created 2020-07-21 18:52:15 (UTC+2)
Modified 2020-07-21 18:52:16 (UTC+2)
Accessed 2020-09-01 19:39:27 (UTC+2)
Width 3024 px
Height 4032 px
Format jpeg
Image Classification Other
5 IMG_4106.JPG
Filename IMG_4106.JPG
Path phone/raw0/DCIM/100APPLE/IMG_4106.JPG
Size 3.43 MB
Created 2020-07-24 22:03:23 (UTC+2)
Modified 2020-07-24 22:03:23 (UTC+2)
Accessed 2020-09-01 19:39:17 (UTC+2)
Width 3024 px
Height 4032 px
Format jpeg
Image Classification Other
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phone_files/phone/raw0/PhotoData/Mutations/DCIM/100APPLE/IMG_0952/Adjustments/FullSizeRender.jpg
phone_files/phone/raw0/PhotoData/Mutations/DCIM/100APPLE/IMG_0952/Adjustments/FullSizeRender.jpg
phone_files/phone/raw0/DCIM/100APPLE/IMG_4053.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4053.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4097.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4097.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4106.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4106.JPG
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Device Label:

Large Images «

A subset of large images filtered by criteria: path not indicating a redundant image, sorted by time in ascending order
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Case Label: Big Ben Case Evidence Number: 007 Device Label:

(phone/raw0/DCIM/100APPLE/IMG_0945.JPG)

Picture Size Width 3024 px Height 3780 px

Size 3.3 MB Mime Type -
Date Created 2019-02-09 20:43:55 Modified 2019-02-09 20:43:55 Accessed 2020-09-01 19:39:49
(UTC+1) (UTC+1) (UTC+2)
Date of Generation 2019-02-08 13:58:16 Date of Digitization 2019-02-08 13:58:16
(UTC+1) (UTC+1)
Position (Google Maps) Latitude 50.09592 ° Longitude 14.42577 ° Altitude 224 m
Camera Exposure Time 1/6061s Focal Length 4.25 mm F-Number 1.8
Camera Apple Camera Model iPhone XR Lens Info Apple iPhone XR
Manufacturer back camera
4.25mm /1.8, Focal
length 4.25 mm, f/
1.8
Image Classification Other
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phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
http://maps.google.com/maps?q=loc:50.09592,14.42577

Case Label: Big Ben

Case Evidence Number: 007 Device Label:

(phone/raw0/DCIM/100APPLE/IMG_4106.JPG)

Picture Size Width
Size

Date Created

Image Classification

2022-07-20 10:59:36 (UTC+2)

3024 px Height 4032 px
3.4 MB Mime Type -

2020-07-24 22:03:23 Modified 2020-07-24 22:03:23 Accessed
(UTC+2) (UTC+2)

Other
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phone_files/phone/raw0/DCIM/100APPLE/IMG_4106.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4106.JPG

Case Label: Big Ben Case Evidence Number: 007 Device Label:

Audio Files 3

All phone and application audio files, sorted by time in ascending order

1 842A2553-7EB8-4E75-880F-68A1FBB497C6

Path phone/raw0/Recordings/.CloudRecordings SUPPORT/ FBF/
k 842A2553-7EB8-4E75-880F-68A1FBB497C6
Size 52.2 KB
© Created 2020-02-15 13:54:19 (UTC+1)
© Modified 2020-02-15 13:54:26 (UTC+1)
& Name Core Media Audio
© Duration 00:00:07
2 262708890252070030.m4p
Path phone/raw0/Purchases/262708890252070030.m4p
k Size 6.49 MB
© Created 2020-06-02 12:27:13 (UTC+2)
© Modified 2020-06-02 12:27:22 (UTC+2)
© Duration 00:03:04
3 262708890252070031.m4p
Path phone/raw0/Purchases/262708890252070031.m4p
k Size 7.28 MB
© Created 2020-06-02 12:27:23 (UTC+2)
© Modified 2020-06-02 12:27:38 (UTC+2)
© Duration 00:03:34
4 262708890252070032.m4p
Path phone/raw0/Purchases/262708890252070032.m4p
k Size 7.76 MB
© Created 2020-06-02 12:27:38 (UTC+2)
© Modified 2020-06-02 12:27:48 (UTC+2)
© Duration 00:03:28
5 262708890252070033.m4p
Path phone/raw0/Purchases/262708890252070033.m4p
k Size 6.54 MB
© Created 2020-06-02 12:27:48 (UTC+2)
© Modified 2020-06-02 12:27:56 (UTC+2)
© Duration 00:03:10
6 262708890252070034.m4p
Path phone/raw0/Purchases/262708890252070034.m4p
k Size 6.49 MB
© Created 2020-06-02 12:27:58 (UTC+2)
© Modified 2020-06-02 12:28:10 (UTC+2)
© Duration 00:03:06

2022-07-20 10:59:36 (UTC+2) Generated by Compelson MOBILedit Forensic PRO 9.0.0.23279


phone_files/phone/raw0/Recordings/.CloudRecordings_SUPPORT/_FBF/842A2553-7EB8-4E75-880F-68A1FBB497C6
phone_files/phone/raw0/Recordings/.CloudRecordings_SUPPORT/_FBF/842A2553-7EB8-4E75-880F-68A1FBB497C6
phone_files/phone/raw0/Recordings/.CloudRecordings_SUPPORT/_FBF/842A2553-7EB8-4E75-880F-68A1FBB497C6
phone_files/phone/raw0/Purchases/262708890252070030.m4p
phone_files/phone/raw0/Purchases/262708890252070030.m4p
phone_files/phone/raw0/Purchases/262708890252070031.m4p
phone_files/phone/raw0/Purchases/262708890252070031.m4p
phone_files/phone/raw0/Purchases/262708890252070032.m4p
phone_files/phone/raw0/Purchases/262708890252070032.m4p
phone_files/phone/raw0/Purchases/262708890252070033.m4p
phone_files/phone/raw0/Purchases/262708890252070033.m4p
phone_files/phone/raw0/Purchases/262708890252070034.m4p
phone_files/phone/raw0/Purchases/262708890252070034.m4p

Case Label: Big Ben

Case Evidence Number: 007

Device Label:

7 262708890252070035.m4p

EP

© 60

& 262708890252070036.m4p

EP

© 60

9  262708890252070037.m4p

EP

© 60

10 262708890252070038.m4p

EP

© 60

11 262708890252070039.m4p

EP

12 6567111619116785628.m4p

EP

© 60

© 60

Path

Size
Created
Modified

Duration

Path

Size
Created
Modified

Duration

Path

Size
Created
Modified

Duration

Path

Size
Created
Modified

Duration

Path

Size
Created
Modified

Duration

Path

Size
Created
Modified

Duration

phone/raw0/Purchases/262708890252070035.m4p

6.34 MB
2020-06-02 12:28:10 (UTC+2)
2020-06-02 12:28:23 (UTC+2)
00:03:07

phone/raw0/Purchases/262708890252070036.m4p

6.60 MB
2020-06-02 12:28:26 (UTC+2)
2020-06-02 12:28:38 (UTC+2)
00:02:59

phone/raw0/Purchases/262708890252070037.m4p

6.49 MB
2020-06-02 12:28:39 (UTC+2)
2020-06-02 12:28:57 (UTC+2)
00:03:00

phone/raw0/Purchases/262708890252070038.m4p

7.28 MB
2020-06-02 12:28:57 (UTC+2)
2020-06-02 12:29:13 (UTC+2)
00:03:32

phone/raw0/Purchases/262708890252070039.m4p

6.04 MB
2020-06-02 12:29:16 (UTC+2)
2020-06-02 12:29:32 (UTC+2)
00:02:52

phone/raw0/Purchases/6567111619116785628.m4p

7.04 MB
2020-06-02 12:29:32 (UTC+2)
2020-06-02 12:29:52 (UTC+2)
00:03:26

2022-07-20 10:59:36 (UTC+2)

Generated by Compelson MOBILedit Forensic PRO 9.0.0.23279


phone_files/phone/raw0/Purchases/262708890252070035.m4p
phone_files/phone/raw0/Purchases/262708890252070035.m4p
phone_files/phone/raw0/Purchases/262708890252070036.m4p
phone_files/phone/raw0/Purchases/262708890252070036.m4p
phone_files/phone/raw0/Purchases/262708890252070037.m4p
phone_files/phone/raw0/Purchases/262708890252070037.m4p
phone_files/phone/raw0/Purchases/262708890252070038.m4p
phone_files/phone/raw0/Purchases/262708890252070038.m4p
phone_files/phone/raw0/Purchases/262708890252070039.m4p
phone_files/phone/raw0/Purchases/262708890252070039.m4p
phone_files/phone/raw0/Purchases/6567111619116785628.m4p
phone_files/phone/raw0/Purchases/6567111619116785628.m4p

Case Label: Big Ben Case Evidence Number: 007 Device Label:

Files

Misc Files (ofiles)

Internal Files @s3files)

Filename Size Created Modified Accessed
B/
& /DCIM/
s /DCIM/100APPLE/ 2019-10-03 21:40:23 2020-07-23 01:40:09
i IMG _0928,PG 84.1KB 2020-07-10 14:36:38 2020-07-10 14:36:43

SHA-256 hash: DFSCFFBBF11E2C41A87357986E185F C429699AAE300936B6A108E4D9350D881F
MD5 hash: 216BA7899D82889871CBES182644B0FA

B IMG_0945.JPG 334 MB 2019-02-09 20:43:55 2019-02-09 20:43:55 2020-09-01 19:39:49
SHA-256 hash: COC16B01DBB6C183601151149C2D64AD672A497E6874BB1625F 12B07C47DOE24
MD5 hash: 8433D6B461E16A75C8ESCDATDFOC1481

I IMG 4053.]PG 251 KB 2020-07-12 22:22:02 2020-07-12 22:22:02 2020-09-01 19:39:26
SHA-256 hash: C27AF7E7AS7E7555ACF68BOF2CA167208941821AD76E6111EBDECFC650E7EDCC
MD5 hash: 8A74D5B0CD860C16A54AFCCE27102D28

Bk IMG_4097.JPG 413 MB 2020-07-21 18:52:15 2020-07-21 18:52:16 2020-09-01 19:39:27
SHA-256 hash: D0907611398130795A47A2BFB8D6071768BBBDDO19C4CE3762B25DCE410BIET1
MD5 hash: BO2E0186E6C0C993382B31B8BF1B97F0

Bk IMG 4106.JPG 343 MB 2020-07-24 22:03:23 2020-07-24 22:03:23 2020-09-01 19:39:17

SHA-256 hash: 8EE91C7152629834135C3EC6A4A5931FOE82E6B1F6BC42D C3E1C43847860B248
MD5 hash: C47F0A728684E9ECA44FF6399EEFCF46A

&= /PhotoData/ 2019-10-03 21:31:32 2020-03-25 09:07:16
i Photos.sqlite 2.85MB 2019-10-03 21:31:32 2020-07-21 00:09:55

SHA-256 hash: 9B51E6BEE7F693B7DFA9121795B89F 2ECBOSA42FSD 1B152EDFDI7F67771DAIEF
MD5 hash: 31B36C0991040370FA869DC62E658349
i Photos.sqglite-shm 32.0KB 2019-10-03 21:31:33 2020-07-15 21:18:00
SHA-256 hash: 022C8D2C69DBS5F9B8D712FSF8D2989BE097CDD57E9736628798CBO7759ED 166
MD5 hash: B08546BFD4E4C6C1366D659A6B0051BB
i Photos.sqlite-wal 146 MB 2019-10-03 21:31:33 2020-07-22 00:07:06
SHA-256 hash: DBCAF20FAA7377DB7DD994C03372353AE75140AA5835B64665280686994E8433
MD5 hash: 97C368436BC50C57921596389781DCOE
| protection 0B 2019-10-03 21:31:34 2019-10-03 21:31:34
SHA-256 hash: E3B0C44298FC1C149AFBFAC8996F B92427AE41E4649B934CA495991B7852B855
MD5 hash: D41D8CD98F00B204E9800998ECF8427E
= /PhotoData/AlbumsMetadata/ 2019-10-03 21:32:13 2020-07-22 00:07:06
i 02ED3AA6-5D3A-4DF1-A132-

B3178B300BCC.albummetadata
SHA-256 hash: 1 EE9E856947D62AEGE! DB1D945BC77F46537A51B22C21C05
MD5 hash: 7FA44E695D69CBA7328DFACSF690F171

i 048DEF46-7C77-47DF-99FE-
C46D41D33F9C.albummetadata

SHA-256 hash: 6AEB2DE2984CF80CC2596D94F73F5D3BBSECB50F5F93B732771F277765013D20
MD5 hash: 5SA98B9AGE89B8F44DFOEDEOD6B2E15E6

i 04A9D333-E072-45BF-
BBCF-94CDE7F9AF8C.albummetadata

SHA-256 hash: E4620E815831326EE36C949D4C6702A0DF2BAEFA60BOD81AE4B75DF5CD6E4238
MDS5 hash: E¢ 2FBB3D6E748, 88E.

i 05F2E95F-29C7-46D3-9258-
D830329C358F.albummetadata

SHA-256 hash: 2D9F4980103EDFD9750DD5BF641C7F5SE8008ACE7A918E0E70909932BB795A44D
MD5 hash: C31E9B212D48D08D332843B18441CFDB

i 069AACFA-A7B0-4FE6-8233-
C265AD5306F5.albummetadata

SHA-256 hash: CA388D5B4C28E339A7AF551E7B5883353A2ACAF5C37D333F527E63ED59660A92
MD5 hash: EGE69643F66D 1ABSEC2D2E994B3A2BEF

i 07697410-
B17E-414D-925E-569A73EAAB5D.albummetadata

SHA-256 hash: 23DAC5F0535456F75171A1999A887F20C2FB04CA7FAOFBCD31DA812DA81CDBF6
MD5 hash: 6360F526DCFB5B0B3C7BF25E7E70BCDD

i 076E6F07-353F-4CC7-9CE7-8C4D54332EEE.albummetadat

a
SHA-256 hash: DE2F5FC6500EFA95BA824D96D95699C9BOCBSBE1552F 1FABC1BF10F10AB9B6FC
MD5 hash: 96C1C3527A3F1F26D629C9E48B786DBC

i 07C503D0-0FC7-4AB8-827B-8D5C771B5656.albummetada

ta
SHA-256 hash: BC438828FCABF42BE603D9C3DB1FC71DBFE882FBA092289E719699EB4968B5BB
MD5 hash: D208D9A0824BAC54C5767BB2463BB3C3

i 08E94F91-394D-451A-A4AD-
F4E2944799BB.albummetadata

SHA-256 hash: BBC96E6110DFA3CEFFF2432E31855EDA7645FA518FB0119638CFOC795E154368
MD5 hash: 0C2FAF5E39C9CDEDDO12AA09528EF1B9

i 0A898239-0557-41F9-
AD52-574E53A7C688.albummetadata

SHA-256 hash: A91B83C8D C4F9C5008C5F4DIECD 54D9BBI44F3327FFBI5C581EBEBABE96BEFDD
MD5 hash: 2C52C336EB1808061927E7D68EB26EB8

385B 2020-07-19 00:47:07 2020-07-19 00:47:.07

385B 2020-02-01 00:49:14 2020-02-01 00:49:14

384B 2020-07-13 00:05:13 2020-07-13 00:05:13

385B 2020-01-11 00:25:40 2020-01-11 00:25:40

386 B 2019-12-10 19:59:34 2019-12-10 19:59:34

384B 2020-04-16 00:22:22 2020-04-16 00:22:22

384B 2020-03-29 00:56:12 2020-03-29 00:56:12

385B 2020-04-02 00:26:38 2020-04-02 00:26:38

385B 2019-11-17 19:35:25 2019-11-17 19:35:25

384B 2020-06-15 18:24:02 2020-06-15 18:24:02
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phone_files/phone/raw0
phone_files/phone/raw0/DCIM
phone_files/phone/raw0/DCIM/100APPLE
phone_files/phone/raw0/DCIM/100APPLE/IMG_0928.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4053.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4097.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4106.JPG
phone_files/phone/raw0/PhotoData
phone_files/phone/raw0/PhotoData/Photos.sqlite
phone_files/phone/raw0/PhotoData/Photos.sqlite-shm
phone_files/phone/raw0/PhotoData/Photos.sqlite-wal
phone_files/phone/raw0/PhotoData/protection
phone_files/phone/raw0/PhotoData/AlbumsMetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/02ED3AA6-5D3A-4DF1-A132-B3178B300BCC.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/02ED3AA6-5D3A-4DF1-A132-B3178B300BCC.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/048DEF46-7C77-47DF-99FE-C46D41D33F9C.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/048DEF46-7C77-47DF-99FE-C46D41D33F9C.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/04A9D333-E072-45BF-BBCF-94CDE7F9AF8C.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/04A9D333-E072-45BF-BBCF-94CDE7F9AF8C.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/05F2E95F-29C7-46D3-9258-D830329C358F.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/05F2E95F-29C7-46D3-9258-D830329C358F.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/069AACFA-A7B0-4FE6-8233-C265AD5306F5.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/069AACFA-A7B0-4FE6-8233-C265AD5306F5.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/07697410-B17E-414D-925E-569A73EAAB5D.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/07697410-B17E-414D-925E-569A73EAAB5D.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/076E6F07-353F-4CC7-9CE7-8C4D54332EEE.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/076E6F07-353F-4CC7-9CE7-8C4D54332EEE.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/07C503D0-0FC7-4AB8-827B-8D5C771B5656.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/07C503D0-0FC7-4AB8-827B-8D5C771B5656.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/08E94F91-394D-451A-A4AD-F4E2944799BB.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/08E94F91-394D-451A-A4AD-F4E2944799BB.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/0A898239-0557-41F9-AD52-574E53A7C688.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/0A898239-0557-41F9-AD52-574E53A7C688.albummetadata

Case Label: Big Ben Case Evidence Number: 007 Device Label:

Filename Size Created Modified Accessed
i 0D5D52B5-9680-4B8E-
A6B2-44E0530B2721.albummetadata

SHA-256 hash: ABC122B0A6FE858FB66623E6449EB6B76843E347B5800978D36099A4C2DD0OB3F
MD5 hash: FEFE2CC696CC5EBA9C90717B550A5289

s 10F40750-9698-48C1-
B466-6DAA0C1EDDFB.albummetadata

SHA-256 hash: 06C954C7379880544A9ECD51E6A486FE230CC47FABSF3B19AA3B85C87A632AD0
MD5 hash: 6C66125F38699D 5439895ECEBIF0A040

I 1151CF05-C2FE-4BF9-

A57F-74D57FD51C70.albummetadata
SHA-256 hash: ECOFC98660B7B40CFC36B16BA0E2AA15B91B321FCB7B8238D C2FA4E5422C68EE
MD5 hash: 8F02EA71B7F389B6D6F65FACC8336CB0O

i 11CAECD0-0C51-4985-B906-
C233F81E3B41.albummetadata

SHA-256 hash: 3ECO5CA8EE32938CACFAA218B662EA9498CB755A5001E1A63D8751F306BA7BE7
MD5 hash: 1E070854527A5BB1F352B2056036DDCF

I 1275CC49-6C23-4D79-8F71-

E330D5F135D2.albummetadata
SHA-256 hash: 92492F37024016854A5F2825F18A185B25E3D31C17BC7F04C02A7DD4F17FEEDC
MD5 hash: 6C072BCBBAAD9E6AFCBF951342CASEEC

i 13207604-644F-47F0-B915-
A16A2ACABFE8.albummetadata

SHA-256 hash: 637EA27D78F092E9AB6323B93DB28C918D097294E235FB646BE911215544C331
MD5 hash: 0E33DBEDB027D932FFOD9DF14D89552E

i 14E4218E-2587-41EE-8BE5-1648758B954A.albummetadat

a
SHA-256 hash: 2B8EED49718E23116FFE65D 8F3E9AE67F364EBA798AA0064D79AA16FEBC99220
MD5 hash: 670CBID88E245563E03E25C6444090AD

s 16C6286E-4DAE-42C5-8676-
C68B872A08F2.albummetadata

SHA-256 hash: D14FO0F2EAA572174D2A43232A5BE1DBED4B355F7D 2EA318BDC9B67285471C7D
MD5 hash: 1891C41904C3822E4829D 162F4B64625

i 173968A0-
C855-4A99-95FB-12B75B85FD83.albummetadata

SHA-256 hash: FDA5FABO3BE7AD5C4A3CF75A321B3A990E8D41A58F02FC6FBADAFCA392353B8D
MD5 hash: EA17DF1EE7E716F74170F8CB7EAFA4CE

i 17BCF185-3975-4EC5-BD23-
ECBC75940669.albummetadata

SHA-256 hash: 6974984F50CC8EA7B032EF3D0B0115EB7D59F62CF41535823C294FBF7C5D 14EF
MD5 hash: E641FD1E77AFB3FAAC91ED02A9EE07D5

s 1F0885C6-2FA1-4B52-
A676-8930A3F18064.albummetadata

SHA-256 hash: 5C1AF193A2303D51F39FCBD7A13C957091A80D6545F3B5943C7E8F2F760CBBES
MD5 hash: 9915F6073772BDFDC4C7667C51B300D3

i 2109BF50-E557-4FE3-B554-
A07558F9C7AF.albummetadata

SHA-256 hash: 935DB9A35EB43CD48483A9601871E25FD551BB4E7776C56561B94D072670036B
MD5 hash: 48F1766DF4743668A30E30B9D7190AC3

i 21BFSE9E-
F503-4D2F-84E1-0135EBD3ESFB.albummetadata

SHA-256 hash: 56A4A4324449A662695C45ESEDBCIEAAAB84294330BAB95957EBDAOBEFOFSCOF
MD5 hash: 041614B82C37A5D9A3891C229BECE4ADA

i 241FCDFE-531C-4476-9C1B-

FA4DBFDF13A1.albummetadata
SHA-256 hash: BFFB287CBA95C3629C5665CFE70DFED2D4AD02CE62CF01B76F5FCBB400849332
MD5 hash: 1FD376F719461F8BDC8246D1DCA3B118

| 2487C971-F737-429B-
B6AD-6E1CEA1BCCF8.albummetadata

SHA-256 hash: DOOF898BD4B09ED 15787D DEEEB540A296B3EBOF510B98AD 2EAA2221860F8F6C4
MD5 hash: 0291C2FCFOCF7A8F2160C9BEE18DA8B7

i 25CABF11-BC46-4F75-BB4B-
F87B920520C6.albummetadata

SHA-256 hash: 3327F0565C4F6EFC64414D31BA389382C854632E4F2268B4BC3663282F9A51A0
MD5 hash: A946702F6813CD724F424D2E9E4679DE

i 287C7480-8A57-4BF3-
A759-417F4027BB86.albummetadata

SHA-256 hash: 1CBABF1876DDA817C1D67380CEC5609B28465EFFC31299CC7088BB386E17EADC
MD5 hash: 2CADOF7CC9DFA9D7EBDA33732D4838C3

i 28AB66E1-0888-4085-
AD79-33CB66487FB4.albummetadata

SHA-256 hash: A23D7674D017C75B7AB5F00F850688263AA43A5ED8A99E989539C76DADSBB1A2
MD5 hash: CC7184665A7C7369930FAFF7D9421E27

i 2BA154EA-D8C2-4482-A126-
A020B7BE7774.albummetadata

SHA-256 hash: F9094CDE1C601013BDBODA38EFB2B289D207AA5B362EA3734A35F4B490BD236C
MD5 hash: 40DC49CAEAC6ED56D40D8068EE92BE9D

i 2BF589D9-20E1-44AD-B539-
D546B7875EE6.albummetadata

SHA-256 hash: CDEEE99F09C06A962A4472577D339A42D578DFD67BBBB7E3AC8886535B2CA8E4
MD5 hash: 8073852E72281065BCFD56429F7424D5

i 2D4DB463-DEF9-4BEC-
AFC2-4F993F036680.albummetadata

SHA-256 hash: 9A641E5ABD5995F72845A3797773BB808A 18FFD3D 269D 981380B025F749FF049
MD5 hash: 505DF32DF941DC49A537E6036DD97E6E

. 2EEA4F83-5AFA-4D1D-A463-
C76146CB3FDB.albummetadata

SHA-256 hash: 340079EC8FEDBD 1BF81F5F99289C5FADC71AF4B2968249F5A231F33990066764
MD5 hash: 5F7FC5091751ED9FFD52BB9B99809782

384B 2020-02-11 22:15:54 2020-02-11 22:15:54

384B 2020-04-09 00:56:16 2020-04-09 00:56:16

383B 2020-01-06 00:08:14 2020-01-06 00:08:14

385B 2020-04-14 00:15:33 2020-04-14 00:15:33

385B 2020-02-26 00:12:57 2020-02-26 00:12:57

384B 2020-01-07 00:01:37 2020-01-07 00:01:37

385B 2020-01-25 00:32:09 2020-01-25 00:32:09

384B 2020-07-10 14:36:39 2020-07-10 14:36:39

384B 2020-04-29 00:34:23 2020-04-29 00:34:23

385B 2020-03-29 00:56:12 2020-03-29 00:56:12

385B 2019-12-17 20:13:26 2019-12-17 20:13:26

383B 2020-04-03 00:11:30 2020-04-03 00:11:30

627B 2020-07-1511:53:17 2020-07-1511:53:17

385B 2020-04-19 19:40:08 2020-04-19 19:40:08

385B 2019-10-11 19:09:58 2019-10-11 19:09:58

384B 2020-02-02 00:10:23 2020-02-02 00:10:23

384B 2020-03-07 00:05:22 2020-03-07 00:05:22

384B 2020-07-10 14:36:39 2020-07-10 14:36:39

385B 2020-01-29 00:15:55 2020-01-29 00:15:55

384B 2020-04-13 01:18:25 2020-04-1301:18:25

385B 2020-01-28 19:12:25 2020-01-28 19:12:25

385B 2019-12-28 01:00:20 2019-12-28 01:00:20
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phone_files/phone/raw0/PhotoData/AlbumsMetadata/0D5D52B5-9680-4B8E-A6B2-44E0530B2721.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/0D5D52B5-9680-4B8E-A6B2-44E0530B2721.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/10F40750-9698-48C1-B466-6DAA0C1EDDFB.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/10F40750-9698-48C1-B466-6DAA0C1EDDFB.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/1151CF05-C2FE-4BF9-A57F-74D57FD51C70.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/1151CF05-C2FE-4BF9-A57F-74D57FD51C70.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/11CAECD0-0C51-4985-B906-C233F81E3B41.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/11CAECD0-0C51-4985-B906-C233F81E3B41.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/1275CC49-6C23-4D79-8F71-E330D5F135D2.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/1275CC49-6C23-4D79-8F71-E330D5F135D2.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/13207604-644F-47F0-B915-A16A2ACABFE8.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/13207604-644F-47F0-B915-A16A2ACABFE8.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/14E4218E-2587-41EE-8BE5-1648758B954A.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/14E4218E-2587-41EE-8BE5-1648758B954A.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/16C6286E-4DAE-42C5-8676-C68B872A08F2.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/16C6286E-4DAE-42C5-8676-C68B872A08F2.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/173968A0-C855-4A99-95FB-12B75B85FD83.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/173968A0-C855-4A99-95FB-12B75B85FD83.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/17BCF185-3975-4EC5-BD23-ECBC75940669.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/17BCF185-3975-4EC5-BD23-ECBC75940669.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/1F0885C6-2FA1-4B52-A676-8930A3F18064.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/1F0885C6-2FA1-4B52-A676-8930A3F18064.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2109BF50-E557-4FE3-B554-A07558F9C7AF.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2109BF50-E557-4FE3-B554-A07558F9C7AF.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/21BF8E9F-F503-4D2F-84E1-0135EBD3E5FB.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/21BF8E9F-F503-4D2F-84E1-0135EBD3E5FB.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/241FCDFE-531C-4476-9C1B-FA4DBFDF13A1.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/241FCDFE-531C-4476-9C1B-FA4DBFDF13A1.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2487C971-F737-429B-B6AD-6E1CEA1BCCF8.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2487C971-F737-429B-B6AD-6E1CEA1BCCF8.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/25CABF11-BC46-4F75-BB4B-F87B920520C6.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/25CABF11-BC46-4F75-BB4B-F87B920520C6.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/287C7480-8A57-4BF3-A759-417F4027BB86.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/287C7480-8A57-4BF3-A759-417F4027BB86.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/28AB66E1-0888-4085-AD79-33CB66487FB4.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/28AB66E1-0888-4085-AD79-33CB66487FB4.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2BA154EA-D8C2-4482-A126-A020B7BE7774.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2BA154EA-D8C2-4482-A126-A020B7BE7774.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2BF589D9-20E1-44AD-B539-D546B7875EE6.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2BF589D9-20E1-44AD-B539-D546B7875EE6.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2D4DB463-DEF9-4BEC-AFC2-4F993F036680.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2D4DB463-DEF9-4BEC-AFC2-4F993F036680.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2EEA4F83-5AFA-4D1D-A463-C76146CB3FDB.albummetadata
phone_files/phone/raw0/PhotoData/AlbumsMetadata/2EEA4F83-5AFA-4D1D-A463-C76146CB3FDB.albummetadata

Case Label: Big Ben Case Evidence Number: 007

Device Label:

Locations

GPS Locations m

All GPS locations, sorted by time in ascending order

Click here to view GPS locations in interactive map

Latitude 50.09592 ° 1 IMG 0
Longitude 14.42577 °
© Time 1970-01-01 01:00:00
(UTC+1)
Event Origin Media Photos
Event Type Image

[l Filename
Path
Size
© Created
© Modified
© Accessed

Q Position
(Google Maps)

Exposure Time
Focal Length
F-Number

Lens Info

= Width
1 Height

Camera
Manufacturer

Camera Model
Format

© Date of
Generation

© Date of
Digitization
Image
Classification

IMG_0945.JPG
phone/raw0/DCIM/100APPLE/IMG_0945.JPG
3.34 MB

2019-02-09 20:43:55 (UTC+1)

2019-02-09 20:43:55 (UTC+1)

2020-09-01 19:39:49 (UTC+2)

Latitude 50.09592 °

Longitude 14.42577 °

Time 1970-01-01 01:00:00 (UTC+1)
Altitude 224 m

1/6061s

4.25 mm

1.8

Apple iPhone XR back camera 4.25mm /1.8, Focal length 4.25
mm, /1.8

3024 px
3780 px
Apple

iPhone XR
ipeg
2019-02-08 13:58:16 (UTC+1)

2019-02-08 13:58:16 (UTC+1)

Other
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pdf_files/mapView.html
phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
http://maps.google.com/maps?q=loc:50.09592,14.42577

Case Label: Big Ben Case Evidence Number: 007 Device Label:

Third Party Analyzer Plugins

Optical Character Recognition

Recognition of text contained in all images already displayed in the report

& Author Compelson

5.0.0.20190623

leptonica-1.78.0

libgif 5.1.4 : libjpeg 8d (libjpeg-turbo 1.5.3) : libpng 1.6.34 :
libtiff 4.0.9 : zlib 1.2.11 : libwebp 0.6.1 : libopenjp2 2.3.0
Found AVX2

Found AVX

Found SSE

Tesseract Version

C:/Program Files/MOBILedit Forensic/Plugins/images_ocr/

Tesseract Data
tesseract/tessdata

Tesseract Supported

Languages eng, osd

Recognized Images o

Text recognized in all report images

FILEPART

Path phone/raw0/DCIM/100APPLE/IMG_0945.]PG
Mime Type image
Size 3501924
Text if
ie
‘a
Lic ta Ne
east

Sees
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phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG

Case Label: Big Ben Case Evidence Number: 007 Device Label:
2 FILEPART
Path phone/raw0/DCIM/100APPLE/IMG 4097.]PG
Mime Type image
Size 4320277
Text
y
ese)
ce
e
4‘aosajN
Py7~|\
S| Say |
1 ae
“4.
3 FILEPART
- Path phone/raw0/iTunes_Control/iTunes/Artwork/Originals/ff/
) 86a0f8e76ee600ab23604dd730fbd67a57d949
A
g Mime Type image
. Size 30500
LIC Text
NO VACANCY
T ey Tata ime
NO VACANCY
K |
oo OT
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phone_files/phone/raw0/DCIM/100APPLE/IMG_4097.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_4097.JPG
phone_files/phone/raw0/iTunes_Control/iTunes/Artwork/Originals/ff/86a0f8e76ee600ab23604dd730fbd67a57d949
phone_files/phone/raw0/iTunes_Control/iTunes/Artwork/Originals/ff/86a0f8e76ee600ab23604dd730fbd67a57d949
phone_files/phone/raw0/iTunes_Control/iTunes/Artwork/Originals/ff/86a0f8e76ee600ab23604dd730fbd67a57d949

Case Label: Big Ben Case Evid

ence Number: 007

Device Label:

Timeline oo

All items, sorted in ascending order

* Entries marked with asterisk are cross-referenced from phone contacts

© Time (date 2019-02-08 13:58:16
of generation) (UTC+1)
Event Origin Media Photos
Event Type Image
© Time (created) 2019-07-24 11:03:11
(UTC+2)
Event Origin Phone
Event Type Note

Py g B Filename IMG 0945.]PG
Path phone/raw0/DCIM/100APPLE/IMG_0945.JPG
Size 3.34 MB
© Created 2019-02-09 20:43:55 (UTC+1)
© Modified 2019-02-09 20:43:55 (UTC+1)
© Accessed 2020-09-01 19:39:49 (UTC+2)
Q Position Latitude 50.09592 °
(GoogleMaps) | yngityde  14.42577 °
Time 1970-01-01 01:00:00 (UTC+1)
Altitude 224 m
Exposure Time 176061 s
Focal Length  4.25 mm
F-Number 1.8
Lens Info Apple iPhone XR back camera 4.25mm /1.8, Focal length 4.25
mm, /1.8
« Width 3024 px
1 Height 3780 px
Camera Apple
Manufacturer
Camera Model iPhone XR
Format jpeg
© Date of 2019-02-08 13:58:16 (UTC+1)
Generation
© Date of 2019-02-08 13:58:16 (UTC+1)
Digitization
Image Other
Classification
2 Na Zertvach 2196/34
© Created 2019-07-24 11:03:11 (UTC+2)
© Duration 00:00:09
© Created © Modified © Last Visit © Reminder X Removed
f??ogsg: %3TC+2) ; ; No No
Source File phone/raw0/Recordings/CloudRecordings.db : 0x13ace0 (Table:
ZCLOUDRECORDING)
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phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
phone_files/phone/raw0/DCIM/100APPLE/IMG_0945.JPG
http://maps.google.com/maps?q=loc:50.09592,14.42577

Case Label: Big Ben

Case Evidence Number: 007

Device Label:

© Time (created)

Event Origin
Event Type

© Time (created)

Event Origin
Event Type

© Time (created)

Event Origin
Event Type

© Time (modified)

Event Origin
Event Type

2020-07-09 12:56:08
(UTC+2)

Phone
Note

2019-07-24 11:03:11
(UTC+2)

Phone
Note

2020-07-09 12:56:08
(UTC+2)

Phone
Note

2020-07-09 12:56:21
(UTC+2)

Phone
Note

3 Nahravka
[ Filename 20200709 125608.m4a
k Path phone/raw0/Recordings/20200709 125608.m4a
Size 103 KB

© Created 2020-07-09 12:56:08 (UTC+2)
© Modified 2020-07-09 12:56:21 (UTC+2)

© Duration 00:00:13

© Created © Modified © Last Visit © Reminder X Removed

12:25062)33 (()BTC+2) ; No No

Source File phone/raw0/Recordings/CloudRecordings.db : 0x13abfd (Table:
ZCLOUDRECORDING)

4 Na Zertvach 2196/34

J3 Voice Note

© Created 2019-07-24 11:03:11 (UTC+2)
© Duration 00:00:09
© Created © Modified © Last Visit © Reminder X Removed
2019-07-24
11:03:11 (UTC+2) ; No No
Source File phone/raw0/Recordings/CloudRecordings.db : 0x13ace0 (Table:
ZCLOUDRECORDING)
[ Filename 20200709 125608.m4a
k Path phone/raw0/Recordings/20200709 125608.m4a
Size 103 KB
© Created 2020-07-09 12:56:08 (UTC+2)
© Modified 2020-07-09 12:56:21 (UTC+2)
© Duration 00:00:13
© Created © Modified © Last Visit © Reminder X Removed
2020-07-09
12:56:08 (UTC+2) ) No No
Source File phone/raw0/Recordings/CloudRecordings.db : 0x13abfd (Table:
ZCLOUDRECORDING)

[ Filename 20200709 125608.m4a
k Path phone/raw0/Recordings/20200709 125608.m4a
Size 103 KB

© Created 2020-07-09 12:56:08 (UTC+2)
© Modified 2020-07-09 12:56:21 (UTC+2)

© Duration 00:00:13

© Created © Modified © Last Visit © Reminder X Removed

12:25062)33 (()BTC+2) ; No No

Source File phone/raw0/Recordings/CloudRecordings.db : 0x13abfd (Table:
ZCLOUDRECORDING)

6 Nahravka

J3 Voice Note
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phone_files/phone/raw0/Recordings/20200709 125608.m4a
phone_files/phone/raw0/Recordings/20200709 125608.m4a
phone_files/phone/raw0/Recordings/20200709 125608.m4a
phone_files/phone/raw0/Recordings/20200709 125608.m4a
phone_files/phone/raw0/Recordings/20200709 125608.m4a
phone_files/phone/raw0/Recordings/20200709 125608.m4a

Case Label: Big Ben Case Evidence Number: 007 Device Label:

Data Extraction Log

2022-07-20 10:59:36 Data extraction started - MOBILedit Forensic, version 9.0.0.23279 (x64)
2022-07-20 10:59:44 All 1 audio files were successfully extracted

2022-07-20 10:59:44 All 6 image files were successfully extracted

2022-07-20 10:59:44 All 82 plist files were successfully extracted

2022-07-20 10:59:44 All 4 sqlite databases were successfully extracted

2022-07-20 10:59:44 All 59 XML files were successfully extracted

2022-07-20 10:59:44 All 309 other files were successfully extracted

2022-07-20 10:59:44 All 59 applications were successfully extracted

2022-07-20 10:59:44 Data extraction finished
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