
Mobile Phone Cables

There are several methods of connecting a cell phone.  As the most stable and with the highest datarate is generally considered the cable, opposed to IrDA and Bluetooth. It is therefore the preferable method for phone forensics purposes. Furthermore, using cables for connecting mobile phones does not require any alterations of the device being inspected.

This white paper  instructs on the use of the optional Cable Set, as sold by COMPELSON Labs for use with MOBILedit! Forensic software.
1. Data Cable Set
The Data Cable Set comprises of 21 types of cables and an optional SIM card reader and USB to IrDa adapter.
For a list of supplied cables, please see part 4 of this document.

For a full phone compatibility list, please see http://www.mobiledit.com/forensic/download/cable_compatibility.xls .
2. Manual USB Driver Installation
Although the drivers intended for use with the supplied cable set may be enclosed within the shipment on a CD or downloadable from our web site, more recent drivers may be available at the manufacturer’s web site. For further information, please see Part 2 of the document.
Upon connecting a phone to your computer, some phones may have the drivers installed automatically. However, in most cases the driver must be installed manually. 
1. Connect the phone to your computer using the USB cable.
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2. If prompted on the phone display, select phone mode or similar. Do not select memory/storage card mode, in which the phone will be handled as a mass storage device.
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If a similar phone has not yet been used on your computer, the Found New Hardware wizard will launch. 
4. Select Install from a list or specific location (Advanced) and click Next.

5. Select the Search for the best driver in these locations with the Include this location in the search: checked. Browse to the driver location according to the phone manufacturer and click Next.
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The driver should than be found and installed. If multiple drivers are found, the digitally drivers are recommended.
7. When finished, a successful driver installation notice will be displayed.
3. Phone Cable Interfaces

Cell phones can be generally connected using either Serial (RS-232) or USB interface.

However, a cell phone may be equipped with a serial interface and be connecting into a USB interface of the PC, in such a case the cable contains a USB-to-Serial converter. 

The most simple method of distinguishing between the USB and USB-to-Serial interfaces is simply to plug the cable into the PC and opening the Windows Device Manager. If the connected deconnection has very likely a native USB interface.
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	Interface Speed Rates

	USB: speeds up to 480 Mbps; is capable of adjusting the rate of data transfer


	Serial: speeds up to 115.2 Kbps (occasionaly 230.4 Kbps). In general there may be problems with different baud rates as a result of some RS232 standards not being defined phones may not work on some baud rate. It may be necessary to use trial and error to find a rate that works for communication of the devices.

	Data Transfer

	USB: can provide multiple links (OBEX, Modem, SyncML,...)
	Serial: provides only a single link (often there is a possibility to switch link to another mode, sometimes there is some type of multiplex)

	Device Discovery

	USB: device can identify itself with vid&pid (vendor id, product id), identifies the device without any communication on links
	Serial: presence of device is not notified identification of device possible only by communication on link (AT+GMI, ...), presence of device is not notified

	Device Drivers

	USB: requires a special device driver (one driver can support more devices)
	Serial: The generic USB-to-Serial driver supports all devices


Unless the driver is integrated in the PC operating system, the correct driver must be installed for connections using a USB or USB to Serial cable. 

In order to identify the required driver, it may be necessary to follow these steps:

1) download and run the Microsoft USBView utility at http://www.mobiledit.com/download/usbview.exe 

2) identify the idVendor of  the attached device in the device tree

3) find the vendor name in usb.if (http://www.usb.org/developers/tools/comp_dump). Usb.if contains digits in decimal and USBView.exe in hexdecimal format, may be converted using the Microsoft Windows Calculator in the Scientific View)

4) visit the web site of the respective vendor and download the appropriate driver. 

· Motorola - http://developer.motorola.com
· Ours Technology Inc. - http://www.oti.com.tw/en/support.html  
· Nokia - http://www.nokia.co.uk/A4222104
· Samsung - http://www.samsung.com/support/index.asp
· MobileAction USB-IrDA dongle -http://global.mobileaction.com/download/download.jsp 

· Prolific - http://www.prolific.com.tw/eng/download.asp 
· Datapilot Susteen - http://www.datapilot.com/drivers.htm 
4. COMPELSON Cable Set 
Generic


· A1 SIM Reader ACR38
· A1 USB to IrDa adapter


· A2 CA-101 - microUSB generic

· A3 PEBL U6 - miniUSB generic




LG


· A4 LG 7020


· A5 L 5400


· A6 LG KG90
Motorola 

· A7 MOT V60

Nokia

· A8    NOK DKU-2

· A9    NOK DKU-5

· A10  USB extension cable
· A11  NOK 6030
Palm

· B1 TREO 700W
Benq Siemens


· B2 SIM C25

· B2 SIM C65

Samsung

· B3 SAM S300/S308

· B4 SAM E700

· B5 SAM D800

· B6 SAM D500

· B7 SAM U700

Sharp

· B8 SHP GX30

· B9 SHP GX10

Sony Ericsson

· B10 SE K750

· B11 SE T39        
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